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1 Rajendera Kapoor 

Do you care for integrity of the 
system and allow passwords 
or since it is emergency, you 
do not care who all get this 
mass notification?  How will 
you give addresses and/or 

passwords to get messages to 
the whole campus? 

To prevent accidental or intentional misuse of a Mass 
Notification System, appropriate security measures 

including both "physical access controls" and "logical 
access controls” should be implemented.  Features such as 
multi-level passwords, encryption, two-man rules, chain of 
emergency command, mandatory bilateral communications 

and so on should be invoked and utilized. 

2 David Marlin 

Is there any thought to 
ensuring that campus radio 

systems are "project 25" 
compatible? 

Yes, making the two-way radio communications systems 
Project 25 compatible would be highly recommended.  For 
those not familiar with "Project 25", it is a standard for the 

manufacturing of interoperable digital two-way wireless 
communications systems and devices.  A P25 radio system 
provides interoperability because it incorporates a common 

air interface and a multi-band excitation vocoder that 
converts speech into a digital bit stream.  P25 defines 

standard modes of radio operation to enable multi vendor 
interoperability like trunking, encryption, over-the-air 
rekeying and so on.  Formally, P25 specifications are 
defined in the ANSI/TIA/EIA 102 suite of standards. 

3 Michael  Madden  

Are there any "Interoperability" 
Standards being developed to 

allow all these systems to 
interface easily? 

Yes, there are a number of groups that are approaching 
interoperability from various viewpoints like NFPA, NIST, 

ASIS, P25 and many others, including agencies of the 
federal government.  Eventually, all of these initiatives, 

standards, guidelines and best practices will be merged into 
a single document for use by the entire MNS community.  To 

my knowledge, however, such a collective effort does not 
exist today. 

4 Rajendera  Kapoor  

What happens to security and 
safety against a false call from 

someone?  Any verification 
before mass notification? 

Any reported emergency condition must first be assessed 
and validated as a "real” emergency before any response 

strategy can be formulated and launched.  It doesn't matter 
if that emergency is a fire, weather, flood, civil disturbance, 
utility outage, shooting or a terrorist incident, you cannot 

just assume that the event is "real" and then react to it 
without first confirming its validity.  You begin be verifying 
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the event, reviewing all the variables and options, 
determining the best course of action and then putting your 

plan into motion.  This speed of this process can be 
improved and made more decisive and effective if you 

develop emergency action plans and response procedures, 
and then practice them frequently.  

5 David  Ray  Exactly what section of NFPA 
Supports Mass Notification? 

Requirements for Mass Notification are contained in Section 
6.8.4.11, Section 6.8.6 and Annex E of the 2007 Edition of 

NFPA 72.  In addition there are also definitions contained in 
Sections 3.3.102 and A.3.3.102.   There are also references 

to related Sections within the subject index of the 2007 
Edition of the National Fire Alarm Code Handbook. 

6 David  Marlin  

During a security event that 
would require the evacuation 

of a dispatch center how would 
a "remote site" be set up to 

control the notification system?

There are a variety of techniques for creating redundant or 
remote "hot sites" that can be activated during an 

emergency if the primary command/dispatch center is 
disabled or becomes inoperative.  Designing "remote site" 

command capabilities are a normal part of designing a 
comprehensive MNS and common in large multi building 

campuses.  This is accomplished by selecting appropriate 
locations for the remote sites, implementing protected 
hardwire connections between primary and remote site 
facilities, and implementing redundant operational and 

command capabilities.  Please remember that full situational 
awareness, command and control is necessary at the 

primary and at the remote sites. 

7 Ken  Young  system seems stuck Grinnell 
last slid is still up no question 3 ??? 

8 David  Marlin  

Is there a single organization 
who is taking responsibility for 
consolidating "best practices" 
as there are in other industries 

One of the best that I am aware of is the Department of 
Homeland Security "Lessons Learned and Information 

Sharing" website: www.LLIS.gov.  Remember that 
implementing comprehensive integrated Mass Notification 
System capabilities is a relatively new discipline, so best 
practices are still being developed and identified.  Mass 
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Notification require the integration of a host of standalone 
protection systems, alerting systems and emergency action 

plans into one command and control structure.  We have 
just begun to develop effective methods for leveraging 
existing and new technology and systems to serve a 

common cause of protecting lives, property and assets.  As 
we all go forward with designing MNS, please share your 
lessons learned and the best practices you discover with 

DHS, other government agencies and the professional 
organizations that you support. 

9 David  Marlin  

Overall systems architectures 
are important for universities to 
build toward because of long 

term capital planning prevent a 
single project which would 

implement a MNS. 

Yes, I agree with this statement completely.  Unless we take 
issues like “open standards”, “integration” and 

“interoperability” very seriously now, we will be forced to 
buy all new systems when we attempt integration for MNS 

command and control in the future.  MNS is like a big wheel 
that requires many spokes to support it.  Each of those 
spokes can be represented as a specific protection or 

alerting system.  You just don't go out and buy an MNS; you 
must build it over a reasonable period of time.  Beginning 
with an assessment and then the development of a master 

plan that becomes a ”living document”, an MNS can be built 
over a period of time as each successive protection or 
alerting system (or spoke) is designed,  purchased and 

integrated. 

10 Rajendera  Kapoor  

Who is responsible for 
interfacing with law and order 

and campus as integrated 
systems? Are there any 
industry standards being 
developed to have all the 

manufacturers to follow same 
frequency? We have seen 

different wireless broad cast 
from one manufacturer to 

other when adding a new large 
facility to an existing university 

Most College and University campuses have a standing 
"Emergency Preparedness Committee".  This committee is 

usually made up of Campus Police, Campus Safety, Campus 
Fire, Information Technology, Network, Maintenance, 

Operations, Transportation, Housing, Administration and 
local Law Enforcement and Fire Department representatives, 
as well as, State, DHS and Federal Agency representatives.  
They meet regularly to address response and jurisdictional 

issues, as well as, to formulate and modify emergency 
action plans, decide on technology purchases, create 

integration standards and so on.  The relationships that 
develop within these committees foster excellent 
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system in Texas. Same was 
true for an Air Force Base in 

Florida. 

interaction, liaison and communications amongst the 
representatives.  These relationships prove invaluable 

during an emergency. 

As far as your second question is concerned, I’m not sure 
exactly what you are asking, but I will do my best to answer 

what I think that you are asking. First, it would not be 
prudent or possible to dictate that all radio users operate on 
the same frequency.  You can dictate that the radios comply 

with Project 25, as an example, to insure interoperability.  
Alternatively, you can create bridges between disparate 

radio systems to enable them to work together (as though 
they were the same frequency) during an emergency.  

Second, creating appropriate MNS command and control 
does not require the same type of wireless broadcast 

system from project to project, but it does require standards 
compliance so that you can interface to and take command 

of them. 

11 Rajendera  Kapoor  

Are we doing something to 
solve real issues (with MNS), 

or are we just starting or giving 
false confidence and hope to 

Safety and Security personnel 
of Universities and getting 

them in an even bigger mess? 

I could talk for days about the virtues of developing a 
comprehensive mass notification system that incorporates 
emergency action plans for use in an emergency.  When I 
was a young boy, I learned the slogan "Be Prepared" from 

my association with the Boy Scouts of America.  If the 
tragedies of 911 and Hurricanes Katrina and Rita have 

taught us anything, it is that we must do a much better job 
of preparing for emergencies and developing more 

interoperable communications systems.  The problem today 
is that people just want to go out and buy an MNS, but the 

truth is that life is not that simple.  An effective Mass 
Notification System on a campus is actually made up of 
many protection and alerting sub-systems that must be 
integrated and those systems must be supported with 

effective, vetted and practiced emergency action plans.  In 
my opinion, implementing a comprehensive emergency 

response program on a College or University Campus is not 
optional, it is absolutely necessary to create a safe and 

secure environment.  Our survival as a free nation and open 
society depends on it.   
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12 James  Black  
Which authorities typically 
have jurisdiction over mass 

notification systems? 

The answer is that "it all depends", but in most cases, it is 
actually the “Owner”.  While a Public Agency or Insurance 

Company may have jurisdiction over a sub-system of a 
Mass Notification System, like fire alarm or fire suppression, 
the truth is that in most cases, it is the Owner who assumes 
that responsibility.  The reason for this is that many of the 

sub-systems, like radio communications, text mail, wireless 
telephone, wired telephone, security and so on are not 

covered by local or national building codes.  The Owner 
enlists the services of qualified consultants and engineers 
to help them develop appropriate standards and guidelines 

that are unique to the operation of a specific College, 
University or Healthcare organization and its campus. 

13 Rajendera  Kapoor  

Technology is changing every 
three years, how do you keep 

up with the technology or 
standardization?  Where are 
the industry standards?  Are 

the Industry standards going to 
be different from one AHJ to 

another AHJ, since they do not 
agree with each other, unless 
there is a national or industry 
standard and they learn and 

read it? 

You bring up an excellent point, “how do we design today 
when technology is changing so rapidly?”  My answer is 
that an effective Mass Notification System is actually "a 

work in progress".  Like a security system, IT network or any 
electronic system for that matter, we build them today based 

on serving our current needs, using today's technology, 
with the best practices that are available and known to us.  
Then, over time, the technology will continue to change, so 
we upgrade them when it is prudent and economic to do so. 

Mass Notification is like any other important resource, it 
must be managed, supported and upgraded on an ongoing 
basis.  While it is true that we lack standards today and you 

will get differing opinions from different AHJ's, we must 
continue to educate the AHJ’s will eventually develop codes 

and standards just like we did when NFPA first began to 
codify fire alarm systems.  Be patient and "do the right 
thing" on every project, the world will follow your lead. 

14 August  Conte  

Bill, You touched on master 
planning and bid documents. 

How important is 
comprehensive and current 

as-built documentation of such 

As I stated during the Webcast, having accurate "as-built" 
documents are not only essential to maintaining your 

systems, they are essential to planning replacements and 
upgrades.  Yes, I do agree that not having accurate as-built 
documents is the weak link in maintaing your systems and 
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systems? Would you agree 
that this is currently a weak 

link? 

upgrading your systems.  Without accurate as-builts, the 
cost of upgrading or replacing that system could cost 20% 

more or higher, because someone is going to have to 
perform a detailed survey of the system to create an as-built 

condition as a starting point.  I would also emphasize that 
maintaing those as-builts throughout the life of a system is 

also as important as getting good original documents. 

15 Juan  Barahona  
What do you think is the 

biggest integration factor in a 
Mass Notification System?? 

I honestly think that it is in getting the Owner to understand 
that a Mass Notification System is composed of many 

different sub-systems that must all be integrated at some 
level to create an effective Campus-Wide Mass Notification 

System.  When the electrical power grid fails during an 
emergency, all of the sub-systems that are not fully 

supported with back-up power will also fail.  That means that 
the telephone, text messaging and radio systems will also 

fail.   I think that an effective MNS should start with campus-
wide voice paging systems that are integrated with fire voice 
evacuation systems within individual buildings that are fully 

backed up with battery and generator power.  Then other 
communication systems, computer pop-up broadcasters, 

text message broadcasters and so on can be added to 
enhance our communications capabilities.  In an 

emergency, we should utilize every type of communication 
system on campus to alert and instruct personnel about the 

emergency and what they should do in response to it. 

Having said all that, I think that the biggest technical 
integration factor is actually creating interoperability 

between disparate radio and wireless communications 
systems.   

16 Mary J.  Froemke  Please specify the UFC 
section again. 

Please see the answers provided by other participants in 
Questions 20, 21 and 24 below. 

17 Frank  McQuerry  
From Fire Alarm Systems 

planning (for Mass 
Notification), should all future 

system's be designed with 

In my personal opinion, the answer would be "generally 
yes".  There will be instances where a voice evacuation 
system may not be required, but in those instances a 

standard voice paging system would be recommended.  
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Voice Evacuation?  
Regardless of building 

type/occupancy? 

Unfortunately when buildings are built there is a tendency to 
do the minimum that is required by building and fire codes.  

I would recommend that every College, University and 
Healthcare campus install either emergency voice 

evacuation systems or general paging systems in every 
building on campus, regardless of the building type or 

occupancy.   I would also recommend that you ensure that 
the voice paging coverage also include all exterior, parking, 
gathering and shelter areas on campus.  In addition, digital 
text pagers should be provided to all physically challenged 

and hearing impaired people on campus. 

18 Stephen  Helms  
Where can universities find 

grant money to upgrade MNS 
hardware? 

There are various Grants that are available to help Colleges, 
Universities and healthcare Institutions implement various 

First Responder Communications and Mass Notification 
Sub-Systems from both State and Federal sources.  The 
Department of Homeland Security (DHS) has a variety of 

really excellent programs and I understand that the “Durbin 
Bill” which was just recently signed will offer additional 
funding for MNS for Colleges, Universities and Schools.   

Currently there are eight primary categories of DHS Grants 
that can be used to acquire MNS services, systems and 
equipment.  They fall under the DHS Office of Domestic 
Preparedness, Authorized Equipment List, Category 13, 
Terrorism Incident Prevention Equipment, Sub-Category 
Information Technology, 13IT-00-ALRT System, Alert and 

Notification.  The Grant categories include: 
• FY06 Chemical Sector Buffer Zone Protection Program 

(Chem-BZPP)  
• FY07 Buffer Zone Protection Program (BZPP)  
• FY07 Infrastructure Protection Program: Intercity Bus 

Security (IBSGP)  
• FY07 Infrastructure Protection Program: Port Security  
• FY07 Infrastructure Protection Program: Transit Security 

(TSGP)  
• FY07 Law Enforcement Terrorism Prevention Program 

(LETPP)  
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• FY07 Urban Areas Security Initiative (UASI) program. 

For additional information on various grants that are 
available, please visit the following Websites: 

http://www.rkb.mipt.org  
http://www.ntia.doc.gov/psic/ 

19 Richard  Swift  

It is difficult to imagine a scenario 
under which evacuees in a burning 
building would like to have the fire 

alarm evacuation information aborted 
by a message of a different nature. Is 

it a plausible idea to override a fire 
evacuation signal for any reason? 

The Unified Facilities Criteria (UFC) that is used by DOD to 
implement MNS on military facilities worldwide defines MNS 

this way:  “A broad description of a Mass Notification 
System is that it is both a communications and an 

emergency management tool that provides real-time 
instructions and information to building occupants or 

nearby personnel during an emergency event or situation.   
But a Mass Notification System also has an antiterrorism 

purpose.  It is sometimes in conflict with the basic purpose 
of a building’s fire alarm system.  As an example, an 

emergency situation may call for occupants to “duck and 
cover” or “shelter in place” not evacuate the building.” 

Although an MNS message can override a voice evacuation 
message (per Annex E of NFPA-72, 2007), it would only 
occur when it was absolutely necessary and conditions 

would warrant.  An MNS message should only override a fire 
evacuation message under a scenario where the evacuation 

would put the evacuees in harm’s way.  As an example, if 
there was a terrorist attack against a campus and it was 

their objective to inflict mass causalities, they might initiate 
a false alarm in a building to invite an evacuation. This 
would ensure that their targets are flushed out from the 

shelter of a building.  Another example might be when there 
are conflicting simultaneous events, such as a fire condition 

and a weather emergency.  The evacuation might put the 
evacuees into a worse situation than the building fire, e.g. a 

tornado or hurricane.   In all such cases, however, good 
judgment, prudence and measured response is required.  In 

most cases when a decision is made to evacuate that 
decision is made after verification of the condition in that 
local building.  Mass notification decisions are made after 
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considering campus-wide, local community and national 
emergency factors.  No decision to override a fire 

evacuation message should ever be made lightly without 
diligence and communication between all MNS and 

emergency response personnel.   In addition, a fundamental 
requirement of MNS is that it i “situational awareness” so 

that the MNS Campus decision makers can quickly 
collaborate, make the correct decisions and then launch the 

appropriate notifications and responses. 

20 Larry  Covert  It is UFC 4-021-01 Feb 2007 
Draft 

"Thank You" Larry Covert for providing the answer to 
Question 16 regarding the number of the UFC document. 

21 Mary  Foster  UFC 4-021-01 Sept. 2006 "Thank You" Mary Foster for providing the answer to 
Question 16 regarding the number of the UFC document. 

22 Darrell  Stein  

When you integrate all 
systems with your Mass 

Notification System, can you 
obtain a UL Listing on the 

entire system? 

The short answer would be “no”, Underwriters Laboratories 
does not list entire systems, they list the individual 

components and devices that make up the systems.  They 
currently provide a “certificate of services” to fire alarm 

systems and burglar alarm systems, and eventually, we can 
assume that they will probably also include mass 

notification systems. 

23 Michael  Madden  
What experience do you have 

or guidance can you offer 
regarding multi-lingual MNS? 

This is another one of those "it all depends" answers.  As 
one could imagine, selecting and launching primary and 

secondary MNS voice/text messages can be a very 
complicated task.  Adding multiple languages complicates 

that process to a point where it could become 
unmanageable; it could also add a significant delay in the 
time it takes to deliver the messages.  Our experience to 
date with large global clients has been that they chose to 

use "English" for all messages worldwide.  The rationale is 
that is that their employees are required to speak and write 

English fluently as a condition of their employment and, 
therefore, only English messages are necessary.   We have 
a current client that operates in numerous countries around 

the world and their employees speak over ninety (90) 
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distinct languages.  Attempting to deal with the 
mathematical probabilities of translating even a very basic 

voice/text message into that many languages with any 
reasonable degree of accuracy is doubtful with today's 

technology.  In this case, the client is considering sending 
English messages to all primary voice paging systems, and 
then sending text messages to the cell phone number (and 
in the language) that each employee individually selects.  
This is new territory and we honestly haven't developed 

effective solutions yet, but “we’re working on it”. 

24 Rajendera  Kapoor  
UFC 4-021-01 Design and 

O&M Mass Notification 
Systems 

"Thank You" Michael Madden for providing the answer to 
Question 16 regarding the number of the UFC document. 

25 Dayne  Hansrote  Hoax calls? We can always 
turn phone on from remote? Please see my answer to Question 1 above. 

26 Darrell  Stein  What is the date on the UFC 
4-021-01? 

The most recent draft of the UFC that I have was issued by 
the DOD in February of 2007. 

27 James  Black  

In your experience, which 
types of MN systems have 

shown the least real 
effectiveness vs. the perceived 
benefits? What made them fall 

short? 

The answer to this question is that every Mass Notification 
Sub-System provides benefit and supports the overall 

Emergency Response Plan.  You can't just go out and buy a 
MNS, you must build it be leveraging all existing protection, 
alerting and communication systems on campus and them 

augmenting your capability with various additional 
technologies that are capable of delivering 

voice/text/graphic messages.  Each sub-systems performs a 
different function, i.e. deliver the message via voice 

evacuation/paging systems inside/outside buildings, deliver 
the message via computer pop-ups, deliver the message via 

a text mail broadcaster, deliver the message via wired or 
wireless telephone services, and so on.  They are all 
effective if they deliver a message to a user who can 

understand the message and alter his/her actions 
accordingly.  Depending on where the user is located and 

what they are doing, each one of these sub-systems has the 
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capability of being the only technology that can deliver the 
message to them.  The answer to the question "which sub-

systems should we use", can only be answered by analyzing 
what technology your users are using and have access to.  I 

believe that to be effective we need to build an arsenal of 
communications and alerting systems that can be tasked in 

an emergency to deliver messages and coordinate 
response.    

28 Stephen  Helms  

How can we find and access 
design engineers who are 

capable of helping us create 
an integrated MNS for our 

campus? 

At the risk of being self-serving, as I mentioned during the 
Webcast, we formed a special MNS Task Group within our 

company several years ago.  This Task Team is made up of 
security, fire protection, public safety, communications, 

paging, IT network and emergency preparedness 
consultants and engineers.  In spite of the geographic 

distribution of our twenty worldwide offices, we realized that 
we needed to focus our MNS resources so that we could 

respond to client needs with a dedicated and proven team of 
in-house specialists.  So we selected individuals who 

possess all of the requisite technical design expertise, who 
have interoperability experience, who have situational 

awareness experience, who know how to take inventory and 
leverage existing protection and alerting systems and who 

are experienced at developing emergency action plans, 
mission responses, creating digital messaging schemes and 
integrating the action plans with business continuity plans.  

The alternative is to attempt a self-assessment, develop 
your own master plan, create a phased implementation plan 
and then to invest the time and energy necessary to select a 
variety of MNS, Security, Fire Protection, Communications 
and IT Network Manufacturers/Suppliers/Integrators and 

then manage their implementation efforts.  If that process is 
shorted at all, you could buy the wrong solution. 

29 Stephen  Helms  
Please send me the link on the 
DHS site to find grant info for 

colleges and universities. 
Please see the answer to Question 18. above 




